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ABSTRACT
Consumers use online reviews to decide which products to purchase. Cybercriminals produce fake 
reviews to influence unknowing consumers into buying products of lower quality, which can lead 
to financial, emotional and physical damage. However, there is still limited understanding of how 
consumers assess the veracity of online reviews, or incorporate online reviews into purchasing 
decisions, especially outside of laboratory settings. Therefore, this study uses a grounded theory 
approach to explore how consumers determine the veracity and trustworthiness of online user 
reviews. Twenty-five interviews with consumers were held to identify veracity cues, thought 
processes and other markers of online shopping behaviour. The results show that consumers 
use online reviews differently depending on context (e.g. product value, consumer knowledge). 
Our findings support the development of a theory suggesting that consumers evaluate reviews 
through a two-step process. First, consumers scan the review for relevance and then 
subsequently evaluate trustworthiness, credibility, and veracity. The different deception cues 
that are used by consumers are also identified and classified. These findings offer new insights 
of how consumers identify fake reviews online.
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1. Introduction

In recent years, worldwide digitisation has fuelled the 
growth of online shopping (Brüggemann and Olbrich 
2023; Hou and Zhu 2023). This trend is evident in 
Germany, where e-commerce revenue increased from 
around 20 billion in 2010 and around 84 billion in 2022 
(Statista Research Department 2023). This increase in 
digitisation and online shopping is mirrored by a rise in 
online criminality, including online shopping fraud (Che
valier 2021; Spithoven 2020; Trivedi 2021). Cybercrim
inals use multiple strategies to obtain personal data or 
extort money from potential victims (Spithoven 2020). 
Different strategies relevant to online shopping include 
fake shopping websites and fake reviews to trick costu
mers into buying products they normally would not (Belt
zung et al. 2020; Sánchez-Paniagua et al. 2021).

Despite a vast amount of research addressing algo
rithmic and AI facilitated fake review detection (e.g. 
Hussain et al. 2019; Jindal and Liu 2008; Ott et al. 
2011; Plotkina, Munzel, and Pallud 2020), research 
shows that automatic fake review detection nonetheless 
fails to identify many fake reviews. Additionally, fake 

reviewers are constantly developing techniques to 
make fake reviews less detectable, meaning they are 
often one step ahead of current automated protections 
(Paul and Nikolaev 2021). Therefore, fake reviews con
tinue to pose a significant threat to consumers, high
lighting the need to support their ability to detect and 
navigate fake reviews in real-world settings (Paul and 
Nikolaev 2021; Walther et al. 2023).

It is critical we understand how consumers assess the 
veracity of reviews within the broader context of online 
shopping, as behaviours examined in isolation may 
differ significantly from those observed in a real-world 
context (Hofmann and Grigoryan 2023; Winkler and 
Murphy 1973). To address this, we conducted 25 
semi-structured interviews with consumers to answer 
the research question: ‘How do consumers determine 
the veracity and trustworthiness of online user reviews 
within the context of genuine purchases online?’.

1.1. Theoretical framework

Fake reviews are reviews created to mislead customers 
in their purchase decision (Zhang et al. 2016). These 
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reviews are often written by people with little or no 
experience of the products or services they are reviewing 
(Zhang et al. 2016). Fake reviews can generally be cate
gorised into three distinct types: untruthful opinions, 
brand reviews, and advertisements (Ansari, Gupta, 
and Dewangan 2018; Jindal and Liu 2008; Ren and Ji 
2019). In this study, we focus on untruthful opinions, 
as these are the most difficult to recognise as fraudulent 
(Cohen 2020; Jindal and Liu 2008; Kronrod, Gordeliy, 
and Lee 2023).

Prior research shows that people are significantly less 
accurate than current algorithmic methods at detecting 
fake reviews (Kim et al. 2021; Kronrod, Lee, and Gorde
liy 2017; Ott et al. 2011). Plotkina, Munzel, and Pallud 
(2020) found that while their algorithmic detection 
tool detected fake reviews with 81% accuracy, human 
judges only reached 57% accuracy. Wang et al. (2016) 
achieved algorithmic accuracy of 91.2%. Although auto
mated methods outperform humans in detecting fake 
reviews, they have limitations. Even with error rates of 
only 9% many fake reviews still evade detection (Moha
wesh et al. 2021). This limitation is due to inconsisten
cies in behaviour and similarities in behaviour between 
truthful and untruthful reviewers, as well as the increas
ingly sophisticated tactics employed by spammers (Paul 
and Nikolaev 2021). Additionally, detection models are 
complex, expensive, and sometimes limited due to data 
privacy requirements. These requirements mean not all 
platforms are able or willing to use the most effective 
up-to-date fake review detection systems. Furthermore, 
since automated fake review detection is trained using 
established markers of fakeness, fake reviewers are 
always a step ahead. Therefore, it is important we better 
understand the cues people rely on to identify fake con
sumer reviews and to use this knowledge to develop 
appropriate interventions to improve human 
performance.

To improve how well humans can identify fake 
reviews, we first need to know how they decide if a 
review is genuine or fake. Research shows that human 
judges generally assume reviews are truthful, and they 
are especially likely to trust negative reviews over posi
tive ones (Azimi, Chan, and Krasnikov 2022). However, 
when consumers feel deceived by the seller in any way, 
their intention to rebuy a product lessens significantly 
(Wang et al. 2022). Identifying fake reviews can there
fore significantly harm the business of legitimate sellers 
even when they make efforts to eliminate fake reviews.

A recent systematic review (Walther et al. 2023), 
shows that research on human fake review detection is 
divided into different focus areas – employing a diverse 
array of theories and methods – and borrowing mostly 
from existing theories rather than developed specifically 

for this new problem (Ansari, Gupta, and Dewangan 
2018; Ansari and Gupta 2019; DeAndrea et al. 2018; Jen
sen et al. 2013; Luo et al. 2013; Román, Riquelme, and 
Iacobucci 2019). These focus areas centre on how indi
viduals assess credibility, trustworthiness, and veracity 
in online reviews. While these assessments often rely 
on the same cues, the focus areas themselves reflect 
different conceptualisations of these terms. For this 
paper we define trustworthiness as mirroring the per
ceived competence, benevolence, and integrity of the 
reviewer, while credibility entails the experience with a 
product (Mayer, Davis, and Schoorman 1995; Mayer 
and Davis 1999). Veracity is defined by whether the 
review is believed to reflect honestly held opinions 
based on genuine experiences with a product (Zhang 
et al. 2016).

Walther et al. (2023) identify seven different theories 
that have been used to explain how humans detect fake 
reviews. However, most theories only addressed one of 
two key aspects: (1) what cues are used to indicate if 
something is real or fake (uncertainty reduction theory, 
speech act theory, credibility theory, language expect
ancy theory) or (2) how are those cues processed to 
make a veracity judgment (warranting theory, the elab
oration likelihood model (ELM), cognitive dissonance 
theory). Subsequent research by Chatterjee et al. 
(2023) used a deductive quantitative approach to build 
a theoretical framework merging cognitive dissonance 
theory with cue identification. Additional research by 
Petrescu et al. (2022) used a multi-method approach 
guided by interpersonal deception theory and the per
suasion knowledge model to address how fake reviews 
are processed.

According to the systematic review by Walther et al. 
(2023), the cues consumers use to determine whether a 
review is fake can be divided into one of five types: 
review characteristics, such as argument quality (Ansari, 
Gupta, and Dewangan 2018; Peng et al. 2016; Román, 
Riquelme, and Iacobucci 2019; Walther et al. 2023), tex
tual characteristics, such as word count (Ansari, Gupta, 
and Dewangan 2018; Kronrod, Lee, and Gordeliy 2017), 
and contextual factors, including whether the review 
appears on a business’s own website or on a third- 
party platform (Ananthakrishnan, Li, and Smith 2020; 
Munzel 2015, 2016), reviewer characteristics, such as 
user name, and seller characteristics, such as seller repu
tation (DeAndrea et al. 2018; Peng et al. 2016).

Walther et al. (2023) argue that while the existing lit
erature gives valuable insights, it only partially answers 
the question which cues consumers use to identify the 
veracity of a consumer review. Firstly, the authors 
argue, most research is based on laboratory situations 
where the main task was the identification of 
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(depending on the study) the trustworthiness, credi
bility or veracity of the consumer review. Secondly, 
since most of these previous studies are quantitative lab
oratory studies based on existing theoretical frame
works, this deductive approach may have limited the 
generation of novel insights into how consumers detect 
the veracity of consumer reviews in real-world shopping 
contexts (Walther et al. 2023).

An additional problem is that many of the theoretical 
models used in previous research have considerable 
conceptual overlap, underscoring the need to synthesise 
these different models in a simpler unifying model. For 
example, language expectancy theory, uncertainty 
reduction theory and credibility theory all suggest that 
an online review is perceived as suspicious if the review 
does not match the raters’ schema, or mental model, of 
what an online review should be like (Walther et al. 
2023). Furthermore, the different theories focus on 
different aspects of the detection process. In contrast 
to credibility theory, the ELM focuses on how consumer 
motivation and ability lead to (sub)optimal decisions 
depending on whether consumers are willing or able 
to process online reviews via a central or peripheral 
route (Walther et al. 2023). However, when synthesising 
different models, it is currently difficult to evaluate how 
different aspects of the models weigh into the judgement 
process. Therefore, developing a naturalistic theory 
based on consumer reports of actual shopping behav
iour would allow triangulation between the newly devel
oped theory and existing theories.

The Perceived Deception in Online Consumer 
Reviews framework (PDOCR) by Román, Riquelme, 
and Iacobucci (2019), along with the theoretical frame
work by Filieri (2016), address both what cues are used 
and how these are processed, while also capturing actual 
user behaviour outside a laboratory setting. However, 
the PDOCR was developed on the basis of 18 in-depth 
interviews using the Cognitive Dissonance Theory and 
Elaboration Likelihood Model as the initial theoretical 
framework (Román, Riquelme, and Iacobucci 2019). 
This deductive approach may have limited the capacity 
for novel insights in a similar way to the quantitative 
studies (Gilgun 2013). Deductive research begins with 
the assumption that an existing theory will apply to 
the data, followed by the testing of that theory 
(Armat, Assarroudi, and Rad 2018; Elo and Kyngäs 
2008). In contrast, qualitative research produces more, 
in-depth data than questionnaires (Bedos et al. 2009). 
Despite the value of this qualitative work, it does not 
address the risk of deductive work failing to identify 
context-specific considerations (Armat, Assarroudi, 
and Rad 2018). Inductive research takes the opposite 
approach: rather than using data to test a theory, it 

involves collecting data to develop one (Elo and Kyngäs 
2008). A particularly promising inductive method for 
theory generation is grounded theory.

There have been two attempts to apply grounded the
ory to gain insights into how consumers perceive 
reviews. Filieri (2016) purportedly utilised a grounded 
theory methodology to identify cues for detecting fake 
reviews and explore the impact of these reviews on con
sumer decision-making on TripAdvisor. However, the 
authors indicated that credibility theory served as an 
organising framework in shaping their analysis 
approach. They also noted that the study was predomi
nantly focused on triangulating its findings. Therefore, 
their approach appears to have been primarily deductive 
rather than inductive. Hou and Zhu (2023) used 
grounded theory interviews to identify nine features 
(e.g. number of likes on comments, number of other 
products to be viewed in the store, and number of com
ments viewed) human judges used to evaluate the use
fulness of online reviews to complement a multi-layer 
perception neural network. Since usefulness is closely 
related to, but not the same as veracity, this study 
gives valuable insights into how to improve the auto
mated classification of reviews. However, it does not 
provide clear input into human fake review detection.

To sum up, consumers rely heavily on online consu
mer reviews without knowing their truthfulness. The 
automated systems in place are insufficient in detecting 
all fake reviews, which leaves consumers to detect the 
rest, with evidence suggesting they do so poorly. To 
help consumers improve at identifying real and fake 
reviews, we must understand how consumers determine 
the veracity of online reviews within the wider context 
of online shopping (Ansari, Gupta, and Dewangan 
2018; Burgoon and Miller 2018; Walther et al. 2023). 
Since the research on this is scarce and mostly deductive 
(Walther et al. 2023), there is a need for exploratory 
inductive work. This inductive approach will allow the 
triangulation of participants’ statements with the cues 
identified in prior research and help uncover cues 
which may have been missed by previous studies. 
Additionally, our study considers the wider context of 
shopping behaviour with two major benefits. First, it 
will help develop a unified theory that can be triangu
lated against extant theory and tested against actual 
user experiences. Second, it will allow us to see how 
veracity decisions fit into the wider context of actual 
purchasing behaviour outside of the laboratory.

2. Materials and methods

To investigate how consumers perceive the veracity of 
online reviews, and which factors they use to identify 

696 M. WALTHER ET AL.



fake reviews, semi-structured in-depth interviews based 
on a grounded theory approach (Corbin and Strauss 
2015) were held with online shoppers.

This research was approved by the university’s ethics 
committee (approval number 220401) and aligns with 
the legal requirements of the researchers’ country. All 
participants gave written informed consent in accord
ance with the Declaration of Helsinki. The materials 
and data, along with supplementary material for the 
analysis, results and discussion are available in the 
web appendix on the Open Science Framework 
(https://osf.io/ju5x7/?view_only=63bd9c2d2b054f6a9dc 
6f5788e342a88).

Sampling and Participants. Since almost everyone 
engages in online shopping (Statista Research Depart
ment 2024b, 2024a), the study’s target group is hetero
geneous in socio-demographic characteristics, such as 
age, gender and education level (Marshall 1996; Shah
een and Pradhan 2019; Statista Research Department 
2024b). Therefore, to build a theoretical framework 
that is robust across socio-demographic differences of 
consumers and mirrors the behaviour of a wider range 
of people (Mason 2010; Robinson 2014) we sought a 
heterogeneous sample of Dutch and German online 
shoppers using social media advertisements (Corbin 
and Strauss 2015; Mason 2010; Robinson 2014). Fur
thermore, within the analysis we compared the develop
ing theory constantly across all demographic groups. 
The sample was therefore a purposive, partially theoreti
cal, convenience-based sample (Corbin and Strauss 
2015; Marshall 1996; Shaheen and Pradhan 2019).

To participate in the study, participants needed to be 
older than 18 years, live in Germany or the Netherlands, 
speak Dutch, German or English, and have shopped 
online at least twice in the last year.

The final sample consisted of 25 participants (for 
demographic information, see Table 1). The partici
pants had a mean age of 34.84 years (SD = 12.12 
years), with the youngest being 19 and the oldest 58 
years old. Frequency of online shopping varied between 
two to three times per week and once every four 
months, indicating that the sample was heterogeneous 
regarding shopping frequency.1 After 15 interviews a 
theoretical saturation was reached, since there were 
only few refinements to the theory from this point on 
(Mason 2010; Urquhart 2013). However, to ensure our 
findings were robust, we interviewed the final 10 inter
viewees to achieve our desired heterogeneous sample 
(Creswell and Poth 2016; Mason 2010).

Interview Procedure. The interviews were conducted 
by the first researcher. Before the interview, each partici
pant received a consent form including consent to video 
and audio recordings which they signed either 

electronically or in person. Since participants lived in 
different parts of Germany and the Netherlands, 21 
interviews were conducted and recorded via video call 
using Webex2 software. After the interviews, video- 
recordings were immediately converted into voice- 
only mp3 files with the help of VLC Plus Player.3 In 
accordance with GDPR guidelines the anonymised tran
script files and the consent forms were the only 
materials stored post interview. The interviews were 
between 21 and 68 min (M = 49.22; SD = 11.99).

Interview Guideline. Semi-structured interviews were 
chosen to ensure that the research questions could be 
thoroughly explored, while maintaining the flexibility 
consistent with a grounded theory approach. We 
could iteratively incorporate the insights of the current 
and of previous participants (Corbin and Strauss 2015). 
That is, this approach allowed us to incorporate the 
emergent insights of participants, following their priori
ties, exploring their meanings through further elabor
ation (Karatsareas 2022), and to ask specific questions 
to challenge our developing theory following the prin
ciple of seeking disconfirming cases (Booth et al. 2013; 
Corbin and Strauss 2015). It furthermore helped to 
maintain rapport by varying the question order to main
tain conversational flow (Miller 2019). However, the 
guideline itself was not altered because it proved to be 
exhaustive.

To prevent priming participants with cues to fake 
review detection or a specific way of doing online shop
ping, we first invited participants to provide a full nar
rative of their online shopping process. We then built 
on their stories by asking what kinds of products they 
buy and how often they shop online to confirm the het
erogeneity of the sample. Afterwards, we asked how par
ticipants decided which products or services they buy. 

Table 1. Overview over socio-demographic characteristics of 
participants.
Socio-demographic 
characteristics Type

Number of 
participants

Gender Male 15
Female 10

Nationality Dutch 8
German 16
Indian 1

Residency The Netherlands 10
Germany 15

Profession Students 2
Higher education 

/research
6

White-collar 11
Blue-collar 6

Highest Education Highschool 7
Bachelor 7
Master/state examen 8
Professional education 3

Note: to ensure protecting the identity of the participants, there will be no 
demographic listing per participant.
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We followed up by specifically probing their use of 
online consumer reviews – whether they read them, 
how much they trusted them, and how they determined 
their veracity (the interview-guideline can be found in 
the web appendix on OSF).

Analysis. We used a grounded theory approach for 
analysis, meaning that the theory was developed 
through line-by-line coding of the data, thereby ground
ing it in the data (Biaggi and Wa-Mbaleka 2018; Corbin 
and Strauss 2015; Urquhart 2013). First, the audio files 
were automatically transcribed via the online service 
Amberscript4 into verbatim transcripts. Afterwards, 
transcription errors were corrected and potentially 
identifiable information removed to anonymise the 
transcripts and to facilitate data familiarisation (Back
man and Kyngäs 1999; Clarke and Braun 2017). The 
transcripts were then analysed in four steps using 
MAXQDA.5 To verify initial interpretations of the 
data support the development of concepts, the data 
was constantly compared to previously coded data, 
and participants’ experiences – based on their socio- 
demographic characteristics – was considered through
out all four steps (Corbin and Strauss 2015; Urquhart 
2013).

Open Coding. First, transcripts were open coded by 
applying line-by-line descriptive codes (Biaggi and 
Wa-Mbaleka 2018; Corbin and Strauss 2015; Urquhart 
2013). An example of the initial descriptive code is 
‘bad grammar untrustworthy’ to describe that the par
ticipant interprets a bad grammar as a cue to detect 
fake reviews. Afterwards, codes that were similar to 
each other were merged into concepts (Corbin and 
Strauss 2015). For example, multiple codes that indi
cated participants were looking at grammar to deter
mine the veracity and trustworthiness of a review were 
combined into a single code labelled ‘grammar’.

Axial Coding. Second, to explore the relationships 
between the concepts the open codes were organised 
into sub-categories (Corbin and Strauss 2015). For 
example, some initial codes seemed to identify what fea
tures of reviews are thought to be important, while 
others identified what affected motivation to attend to 
those cues. Our analysis will show that these sub-cat
egories cut across demographic strata.

Selective Coding. Third, the axial codes were inte
grated into more abstract codes around central core cat
egories and developed precise coding definitions to 
refine the emerging theory (Corbin and Strauss 2015). 
To refer to the earlier example, the code ‘language’ 
was grouped into the core category ‘Cues’ which cap
tures all aspects that are directly attended to during 
the veracity judgement. Developing selective codes 
were discussed and alternative explanations considered 

to ensure the emerging theory was robust and captured 
individual variation (Corbin and Strauss 2015).

The initial open coding process identified 412 codes. 
After selective coding there were 32 categories. After 
excluding categories that did not directly address the 
research question (Corbin and Strauss 2015), there 
were seven selective codes. Across these seven codes 
‘information sufficiency’ appeared to be the core cat
egory, since the processes described by participants 
were centred around gathering enough information to 
make a judgement (Corbin and Strauss 2015).

Theory Construction. During theory construction dis
confirming examples were sought to test the robustness 
of the developing theory to apparently contradictory 
data (Corbin and Strauss 2015). For example, ten partici
pants indicated grammar was an important indicator of 
reviewer competence. However, one person disagreed 
indicating that issues such as dyslexia or emotional stress 
could affect grammar. This suggests that the participant 
does believe that grammatical errors can be indicative of 
untrustworthiness, but that grammar alone would not be 
sufficient to determine if a review is real or fake. Thus, the 
apparently disconfirming data rather supported and 
enriched the developing theory.

During theory development, the full research team 
discussed the developing theory to help check for bias 
and to improve the robustness of the developed cat
egories and emerging theory (Corbin and Strauss 2015).

3. Results

3.1. Overview of the grounded theory

Our grounded theory of how consumers determine the 
veracity and trustworthiness of online user reviews within 
the context of genuine purchases online comprises seven 
selective codes, capturing different aspects of how the 
specific cues to veracity are applied in the wider shop
ping process. ‘Information sufficiency’ lies at the centre 
of the theory, capturing how the other processes in our 
model revolve around participants seeking enough 
information to make a safe judgement about whether 
to incorporate a review into their purchase decision. 
The other codes indicated in the analysis were: cues 
(used to judge the veracity of reviews), decision process 
(how purchase and product decisions are made), motiv
ation to look at reviews (reasons why consumers look at 
reviews), number of reviews looked at (how many 
reviews participants read), impact of reviews on 
decision process (impact of different reviews on pur
chase decisions), value (how consumers define value 
and decide how much research to conduct) and word 
of mouth (the types of reviews participants read). The 
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data highlight that veracity judgements sit within the 
wider context of an overall purchase decision. However, 
our analysis prioritises the processes directly linked to 
veracity judgements. Therefore, we will only briefly 
describe the decision-making process to outline the con
textual moderators that impact the final veracity judge
ment, before focusing on the process of detecting fake 
reviews.6

3.2. Decision-Making process

The interviews showed different approaches to purchas
ing a product online. Although not all participants 

agreed on the exact order of the steps taken during an 
online purchase, there was nevertheless a distinct pat
tern. We capture this pattern in a newly developed 
theoretical framework, displayed in Figure 1.

The shopping process starts with the product choice, 
deciding which product type is suitable for the intended 
purpose, and ends with the purchase decision – choos
ing a specific product within the product type for pur
chase. Within both processes, reviews are used to 
appraise the quality and suitability of the product for 
their intended use (additional information about the 
decision-making process can be found in the web 
appendix on the OSF website).

Figure 1. User-centred grounded theory of human detection of fake reviews.
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3.3. Review process

Consumers analyse reviews based on relevance, trust
worthiness, credibility, and veracity to determine its 
value. All participants indicated that this review process 
is often an automated process influenced by affect. Par
ticipants noted, for example, that they are not always 
aware of how they decide which reviews they perceive 
as relevant, trustworthy, credible, or true. They also 
indicated that more deliberate processing often only 
occurred when a relevant cue was perceived, for 
example, poor grammar, or the information contradicts 
verifiable information form another source. Addition
ally, while participants spoke of trustworthiness, credi
bility, and veracity interchangeably, their discussions 
about these concepts indicated these were different jud
gements. Therefore, at this point, a clear categorisation 
of cues that relate to specific judgements would decrease 
the validity of the analysis (Corbin and Strauss 2015). 
Nonetheless, there were cues that predominantly 
informed a specific type of judgement. We highlight 
these instances in our narrative synthesis.

We illustrate our theory in Figure 2, which shows 
that reviews are only incorporated into product choice 
and purchase decision if they are determined to be rel
evant, trustworthy, credible and true. If at any point the 
review is not deemed relevant, trustworthy, credible or 
true, the review is discarded.

Relevance of the Review. In the first step, participants 
indicated they skim through the content looking for rel
evance. To do so, they judge whether the content of the 
review fits to the product and is long enough to include 
relevant information. If the review is too short, for 
example comprising only three words or one sentence, 
most participants find it irrelevant as it provides insuffi
cient information or detail. As participant 21 states ‘I 
don’t think I’m so much concerned with veracity right 
now, not with credibility, but if the review is helpful for 
me’.

Subsequently, participants decide on relevance by 
reading the review carefully and comparing it to their 
own expectations and criteria, testing their assumptions. 
Therefore, at this stage, participants assess the product 
based on their assumptions, and the review tends to 
be evaluated fairly uncritically, primarily in terms of 
information provision and level of detail. Furthermore, 
as participant 16 explains, consumers search for infor
mation about ‘the weighing, between the price difference 
[and] how much quality I need of the product’. At this 
stage, most participants want information about the 
product, not the service from the seller. They only assess 
reviews addressing the quality of the seller at a later 
stage if they do not know the seller or have the same 
product from two different sellers. Photos of the pro
ducts taken by the reviewer are considered useful, 
since people want to see what the product looks like. 

Figure 2. Enhanced review process as shown in Figure 1.
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This is especially important when purchasing clothing. 
Participant 14 explains that if they ‘post a picture of 
how [the clothes look] on them. And these are just normal 
women and not very thin models with inflated buttocks. 
So, then you can see what it looks like on a normal 
woman. So, I do always look at that’.

3.4.1 Trustworthiness & credibility of a review
At the next stage – which can occur simultaneously or 
sequentially to the assessment of relevance – the trust
worthiness and credibility of the review or reviewer 
are evaluated. This involves, for example, appraising 
the reviewer’s motives and knowledge of the product. 
Participants’ descriptions of these evaluations support 
a theoretical distinction between trustworthiness and 
credibility. We conceptualise trustworthiness as captur
ing whether reviewers are perceived as competent to 
evaluate the product, are motivated to help other consu
mers (rather than helping sellers, manufacturers, or 
other interested parties), and have integrity. The 
descriptions of trustworthiness thereby align well with 
Mayer’s theoretical conceptualisation of trust (Mayer, 
Davis, and Schoorman 1995; Mayer and Davis 1999). 
In contrast, credibility assessments were primarily 
about whether reviews seemed to be based on genuine 
first-hand experience with a product. The participants 
mostly saw trustworthiness and credibility as overlap
ping concepts. A lack of direct experience with the pro
duct is associated with lower perceived competence, 
benevolence, and integrity.

To judge the trustworthiness and credibility of 
reviews and reviewers, participants considered different 
aspects of the reviews, such as argument structure, con
sistency in content between reviews, plausibility and 
whether multiple perspectives were considered. If the 
participant perceived the arguments to be implausible 
or the reviewer to be incapable or incompetent, the 
review was disregarded. As participant 24 states: 

I assume, that one can identify which certain problems 
can occur per product, even with unspecific statements[
reviews]. So, you can tell from the [review]statement to 

what extent the user has prior training [experience 
with the product, or knowledge about technological pro
ducts] or is perhaps part of the problem themselves [due 
to wrong use of the product].

Veracity of the Review. In the last stage, participants 
consider the veracity of the review. While this can 
occur alongside judgements of relevance, trustworthi
ness, and credibility, it typically follows these judge
ments. Veracity differs from trustworthiness and 
credibility in that it is more specific: is the reviewer 
lying or telling the truth? Since most participants were 
aware of the occurrence of fake reviews, they developed 
different strategies to identify fake reviews. However, 
the larger the number of reviews, the more consumers 
believe the overall star-rating is truthful. As participant 
12 comments ‘when I see 728 [reviews], I tend to assume 
that most of them are truthful or authentic’. If reviews 
are perceived as fake, these are disregarded from the 
judgement about the product.

3.4. Detection cues considered by consumers

Participants also described which cues they use to judge 
the relevance, trustworthiness, credibility, and veracity 
of consumer reviews. The detection cues can be cate
gorised into the six overarching types of review features: 
review characteristics, reviewer-based, website charac
teristics, rating related, linguistic cues, and content 
(see Table 2).7

Review Characteristics. This category includes every
thing related to the reviews themselves, including but 
not limited to text structure, number of reviews, photos 
in the reviews and the date of the review. Participants 
indicated they prefer to buy products with multiple 
reviews because it reduces the influence of fake reviews 
on the overall rating. Furthermore, participants con
sidered the date of the reviews, perceiving them as 
more realistic if there was a longer time gap between 
individual reviews. They assumed that if the reviews 
were paid or fake, the time gap between reviews 
would be shorter. Participant 16 states: 

Table 2. Overview of sub-codes of the cues used to identify trustworthiness, credibility, and veracity of consumer reviews.
Sub-Code Definition Example

Review 
characteristics

Features that are related to the review outside of 
the content

Including but not limited to text structure, number of reviews, photos in the 
reviews and the date to the review

Reviewer based Refers to characteristics of the reviewer Profile pictures, the gender, the name of the reviewer, similarity with reviewer,
Website 

characteristics
This characteristic relates to where the review is 

placed
Business websites are less trustworthy than independent platforms; quality marks 

of the shop increase trust; Participants prefer to buy from Amazon, rather than 
third parties

Rating related Features that are related to the rating of the review Average rating, extreme ratings, and the valence of the review
Linguistic cues Features that relate to the language, wording and 

subjective interpretation of the review
Grammar, spelling, Tone-of-voice, simplicity of wording/use of jargon, plausibility, 

objectivity, tangibility, validity, enthusiasm, reliability, and uniqueness of reviews.
Content Features that are related to the content of the 

review
Photos of the products in the review, amount of detail, argument quality, and the 

depth of information
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“Yes, sometimes the date. If there are a lot, for example, if 
the product [has] a lot of reviews of the same date in a 
row, but a long time ago or so, and has been online for 
a long time but then there was never another review. 
That so yes, that could also be bad sign.”

Additionally, participants indicated that the number of 
sentences, sentence structure and sentence length 
influenced the perceived usefulness of the review. Par
ticipant 8 provides a clear example ‘So the sentence 
structure in general, how the whole text is structured. 
So how argumentative, how argumentative they write, 
[if] it’s more of a “everything pisses me off, full of shit”, 
I don’t take it seriously’. Here, emotive language signals 
this review is probably unreliable as it presents only one 
side of the issue. Four participants also indicated that 
they trust a review more if they are marked as a verified 
purchase (on Amazon) or if it has been upvoted as help
ful by other consumers.

Reviewer-based. This category refers to character
istics of the reviewer, such as profile pictures, gender, 
and reviewer name. Some participants argued that 
reviewer name influences how they perceive reviews. 
However, they also commented the name does not 
have to be the reviewer’s real name. The participants 
preferred a nickname over names akin to random key
strokes. As Participant 4 states: 

Whoever that is, is like “rdcgvhbjhuzft”, because a cat 
ran over the keyboard. Then it’s less trustworthy in my 
eyes than if it’s called. LamasForever. It’s not necessarily 
the best name, but for me it’s more trustworthy than a 
cat running across the keyboard.

Participants indicated that they tried to identify the 
reviewer’s motive. For example, if a reviewer only 
expressed frustration without offering constructive criti
cism, such reviews were taken less seriously, as they 
rarely contained useful information. Participants also 
indicated that the similarity of the reviewer to them
selves was important allowing them to relate more easily 
to the reviewer’s perspective. For example, one simi
larity that made the reviewer more relatable was if the 
participant and the reviewer are both parents. Another 
important aspect was the perceived competence of the 
reviewer including their expertise and the realism of 
their expectations. This expertise and competence 
were mostly identified by how reviews were worded 
(see Linguistic Features). A last reviewer-based feature 
is that reviewer gender was used to evaluate expertise 
and experience for some products. Participant 8 stated: 

Gender is also important to me, because when I look at a 
beauty product for [example] a face cream, I would 
rather have a woman’s opinion. But when I read reviews 
about condoms, I’d rather hear the male opinion.

Website Characteristics. Perceived trustworthiness of a 
review was influenced by where the review is placed, 
with some platforms trusted more than others. For 
example, participant 19 states: 

And I think it also depends on the website because there 
are some websites who only allow you to put a review 
after you’ve bought it. So, if you have an account and 
they see from your account this product was purchased, 
only then you can put in a review of it. Then I trust 
the reviews a little bit more.

Rating Related Features. This code captures evaluations 
of average ratings, extreme ratings, and review valence. 
According to the participants these features partially 
determine how seriously the review is taken. For 
example, the distribution of the star-ratings was an indi
cator of how many fake reviews were expected by the 
participants. Participants find reviews less plausible 
when there are only good reviews (3 or more stars), as 
often there is always someone that is not completely sat
isfied. Similarly, most participants prioritised reading 
negative reviews (2 or 1 star-rating) because these 
reviews were expected to give the most valuable infor
mation. Positive reviews are perceived as being more 
likely to be not genuine. Finally, participants who 
reported looking at all kinds of reviews – including posi
tive, negative, and neutral – indicated that they consider 
the full spectrum of ratings. They also noted that they 
compare individual review ratings with the average rat
ing and look for justification within the review to assess 
its usefulness.

Linguistic Features. This code includes features relat
ing to the language, wording, and the subjective 
interpretation of the review. Specifically, language 
includes if the rules of the language are followed. For 
example, participant 25 clarifies how language can be 
used to assess competence ‘If there are a lot of spelling 
mistakes, I don’t believe them, then I don’t care. Then I 
think you’re stupid. I don’t want any advice from you’. 
The participants interpreted specific language cues as 
indicators of the reviewer’s competence. These evalu
ations, in turn, influenced other judgments made by 
the participants: the higher the perceived competence 
of the reviewer, the more relevant, trustworthy, credible, 
and truthful the review was considered to be.

The wording of the review addresses individual pre
ferences aside from the rules of written language. This 
includes types of words used, jargon, and tone. For 
example, if the tone is neutral, objective, and friendly 
or humorous, the review is perceived to be more honest. 
It was also articulated that wording can also contain 
clues to the problem-solving competence and the exper
tise of the reviewer, which then influenced the global 
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evaluation of the review’s trustworthiness. Additionally, 
to identify the veracity of the review, participants com
pared the use of words between reviews to identify 
duplicates, or reviews from the same reviewer under 
different accounts.

The subjective interpretation describes that people 
prefer reviews when the reviewer demonstrates some 
personality or humanness. However, this preference is 
tempered by reviewers who appear excessively 
emotional to an extent they may not be trusted to 
offer an objective product review. Participant 19 
acknowledges limitations in how useful they find 
reviews, particularly when reviewers appear overly 
enthusiastic: 

[…] like if someone says, “This shampoo changed my 
life”, I’m like, I don’t believe this. But if they say some
thing like, okay, “I use the shampoo and my hair feels 
softer and more nourished”, then I can believe it.

Content. This category includes higher order evalu
ations of review contents. Specifically, rather than evalu
ation of specific features, this category addresses more 
global evaluation, for example, the amount of detail, 
the argument quality, and the depth of information. 
Participants said that the most important consideration 
was comparing content between reviews, so that claims 
within reviews can be directly tested against the evi
dence from other reviews. Another important aspect 
of content was the product specific details in a review. 
Participants indicated that the details mentioned in 
the reviews must be distinct to the product and not gen
eric. Participant 6 describes it as: 

For example, something that makes me wonder very 
quickly, if the whole [review] has a lot of adjectives 
that are meaningless. Like this. “Great. Wonderful.” 
they say little about the product. If you can exchange 
[the adjectives] with each other product, where you 
have the feeling with a few key terms, you actually 
write that about everything, and it doesn’t go into 
much detail about what the part actually is. If it doesn’t 
go into much detail about the product.

The more reviews contain distinctive details that are 
corroborated across multiple reviews, the more likely 
they are perceived to be trustworthy, credible, and 
genuine.

Impact of Reviews. Overall, we see that consumer 
reviews are used to support a decision to buy or not 
buy a product. As discussed, at each stage many factors 
influence the purchasing decision. However, even after 
the initial purchasing decision has been made, 
additional external factors can sway the choice, such 
as excessively long delivery dates. Either way, the review 
analysis is fed back into the holistic purchase decision as 
outlined in the overall model. Moreover, the way 

reviews are processed can be further biased by internal 
factors such as the individual’s mood, knowledge, and 
perceived value of the product.

4. Discussion

This study develops a grounded theory of how consu
mers judge the veracity of reviews in the context of 
real-life purchases. We found that consumers follow 
certain protocols within a purchase decision, as illus
trated in Figure 1. First, consumers determine which 
product type they want to buy, then decide which 
specific product is the best option. While gathering pro
duct information, consumers determine the usefulness 
of user reviews in a three-step process. First, the rel
evance of user reviews is determined. Only when a 
review is deemed (1) relevant, are its (2) trustworthi
ness, credibility, and (3) veracity evaluated. Therefore, 
as well as elaborating on ‘how’ consumers detect fake 
reviews, we also provide understanding of ‘when’ consu
mers consider review veracity, which is equally impor
tant in improving human fake review detection in 
naturalistic behaviour long-term.

4.1. Integration of theoretical framework & 
existing literature

While previous literature has prioritised identifying 
how consumers decide whether user reviews are genu
ine, our analysis shows that veracity is typically the 
last aspect of a review to be considered. Instead, consu
mers first consider review relevance. One reason people 
may prioritise relevance over veracity is to reduce cog
nitive load. When shopping online, consumers aim to 
achieve information sufficiency to reach a purchase 
decision. Especially, when the initial information 
about the product is limited, consumers actively seek a 
large amount of information from reviews. This con
tinues until the consumer is satisfied, they are 
sufficiently informed to make a purchase. Since efficient 
decision-making is adaptive, people adapt their strategy 
to the task at hand (Lorch Jr and van den Broek 1997; 
Mézière et al. 2023). In our context we see this efficiency 
through shoppers evaluating consumer reviews in 
stages. Addressing relevance first filters out non-useful 
reviews before more effortful deliberation. In the event 
that the aforementioned criteria are not met, it is 
unnecessary to assess the veracity of the review.

Previous research on fake review detection has con
sidered decision-making efficiency primarily through 
the Elaboration Likelihood Model (ELM) (Petty and 
Cacioppo 1986). However, our data indicates a 
decision-making process that conforms more closely 
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to the heuristic-systematic model of risk processing 
(Chaiken 1980). The ELM prioritises consumer motiv
ation and ability in provoking a shift from heuristic to 
more deliberative thinking (Petty and Cacioppo 1986). 
In contrast, the Heuristic – Systematic Model (HSM) 
better captures that the move from heuristic to systema
tic processing is motivated by consumer confidence in 
decision-making (Chaiken and Ledgerwood 2012). 
The lower the confidence an individual has in their 
decision, the greater the motive to engage in deeper pro
cessing and information seeking to achieve information 
sufficiency. Our grounded theory shows that the motiv
ation to engage in cumulatively deeper levels of evalu
ation was directly motivated by participants’ 
confidence in the sufficiency of the information they 
had to make a decision about whether to incorporate 
the review into their purchase decision or not.

An additional advantage of adopting a model with 
similarities to HSM over ELM is that the HSM makes 
explicit when heuristic and systematic processes can 
influence each other. Certainly, in our model, we see 
that cues processed more heuristically and more system
atically can influence each other. Most of the identified 
cue categories appeal to the heuristic-mode of decision- 
making, and serve as short cut evaluations of relevance, 
trustworthiness, credibility and veracity. Only content 
cues are described as being processed in depth, and 
with deliberate assessment of corroboration between 
reviews and the verifiability of reported information. 
However, our participants did not indicate that the 
evaluations of these two different cue types were inde
pendent of each other, and both were used to come to 
an overall judgement.

Furthermore, our research findings align with the 
findings of previous studies, such as Ananthakrishnan, 
Li, and Smith (2020), who demonstrate the impact of 
the website on which a review is published and its per
ceived credibility. This is in accordance with credibility 
theory, which posits that consumers evaluate the trust
worthiness of online reviews based on factors such as 
the source’s expertise, objectivity, and the neutrality of 
the platform (Filieri 2016; Wathen and Burkell 2002). 
The present findings align with this theory, showing 
that consumers exhibit a greater tendency to place 
their trust in reviews when they perceive that the plat
form has an incentive to promote content that is auth
entic, as opposed to merely positive. The expressed 
sentiment is that independent platforms are generally 
held in higher esteem, yet it is also recognised that 
trust is bolstered when the platform’s objectives are 
aligned with those of the consumer.

Our results add further nuance to existing research 
by integrating credibility theory and warranting theory 

(DeAndrea et al. 2018; Walther et al. 2009), which 
suggests information is seen as less valuable when heav
ily influenced by the sender. In the present study, con
sumers were observed to engage in a contemplative 
process of information filtration, evaluating not only 
the content of reviews, but also the motivations of 
both the reviewer and the platform. This behaviour 
underscores an awareness of the broader dynamics 
shaping review environments and reflects an effort to 
ensure the sufficiency and reliability of the information 
they use to make decisions. It contributes to the existing 
literature the importance of the broader shopping con
text in fake review detection.

If a review is considered relevant, it is then evaluated 
on two dimensions – trustworthiness and credibility – 
and only subsequently veracity. This new insight is 
important because it shows that participants are gener
ally less concerned about the veracity of a review and 
more about the relevance and trustworthiness of a 
review. This could be because consumers are aware 
that fake reviews exist but also aware that it is hard to 
detect them (Cohen 2020; Plotkina, Munzel, and Pallud 
2020). Therefore, consumers concentrate on infor
mation that is relevant and perceived as trustworthy 
and credible. This adds to existing literature by implicat
ing that to improve the resilience of consumers against 
fake reviews and their confidence to detect them, the 
education of consumers might have to shift focus 
more towards fake review awareness and fact validation.

Participants in this study also indicated that (1) the 
less their knowledge about the product, the more 
reviews they consult, and (2) the less they know about 
the seller, the more they research the seller. This sup
ports uncertainty reduction theory, which states that 
people aim to reduce uncertainty or increase the pre
dictability of behaviour within interactions with other 
parties (Kramer 1999). Additionally, it again speaks to 
a heuristic-semantic processing of information. Partici
pants sought additional information when the risk of 
making a wrong purchase decision is higher – either 
due to a higher value of or little knowledge about the 
product (Chaiken and Ledgerwood 2012). While Kusu
masondjaja, Shanka, and Marchegiani (2012) and 
Racherla, Mandviwalla, and Connolly (2012) use uncer
tainty reduction theory to identify review detection cues 
(e.g. argument quality and reviewer identity), our theory 
adds that consumers also want to reduce uncertainty 
about the product and about the seller. They do this 
by searching for information about the product and 
the seller, to make an informed decision. Our theory 
thereby incorporates the benefits of uncertainty 
reduction theory, in that it classifies specific cues used 
to reduce uncertainty, while addressing that consumers 
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rarely directly interact with review authors. Therefore, 
there can be no process of uncertainty reduction 
through interaction (Kramer 1999). Instead, our 
model more directly captures how consumers reduce 
the uncertainty by seeking information sufficiency 
from additional reviews and other cues on websites.

Consumers directly contrasting information con
tained in reviews with each other indicates the verifiabil
ity approach to lie detection may inform future 
interventions. The verifiability approach posits that, 
compared with deceivers, truth-tellers provide more 
details that can be confirmed (Nahari, Vrij, and Fisher 
2014; Palena et al. 2021). We found that our participants 
naturally adopted this approach and reported using 
information that is theoretically verifiable to judge the 
credibility, trustworthiness, and veracity of a review. 
This also links to the HSM, because consumers only 
use more effortful verifiability with a deeper level of pro
cessing when they lack the expertise to easily verify 
information provided by the review, or when a specific 
fakeness cue is identified and triggers a shift from auto
matic to more deliberate thinking. Therefore, training 
consumers about what indicates a trustworthy and 
accurate review could foster the use of verifiability. 
This would encourage consumers to be less inclined to 
base trustworthiness decisions on affective appraisals 
and better equip them to make more systematic judge
ments for higher risk purchases (e.g. Dunn and Schweit
zer 2005; Siegrist 2021). Additionally, the training 
would tap into behaviour that people are already per
forming, potentially leading to an increase in detecting 
verbal cues (Hauch et al. 2016). Moreover, compared 
to other methods of deception detection, the verifiability 
approach is comparatively simple to train (Palena et al. 
2021). We add to the existing literature by confirming 
that participants assess the credibility, trustworthiness, 
and veracity of a review based on argument quality, 
the level of detail provided, and – most notably – details 
that suggest actual experience with the product.

4.2. Features identified as cues to deception

The features used to determine the trustworthiness, 
credibility, and veracity of a review, identified from par
ticipants in this study only partly overlap with those 
from earlier research (see Table 3).

Previous research has categorised detection cues into 
review characteristics, textual characteristics, reviewer 
characteristics, seller characteristics and characteristics 
of the platform where the review is displayed (Ansari, 
Gupta, and Dewangan 2018; Ansari and Gupta 2019; 
Filieri 2016; Walther et al. 2023). Seller characteristics 
are used by consumers to determine the value of the 
product and characteristics of the platform are used to 
determine the overall value of the reviews. However, 
both aspects are not within the scope of this research 
(both can be found in the web appendix). In this 
grounded theory, we also found that detection cues 
were categorised into review characteristics and 
reviewer-based characteristics. However there were 
differences elsewhere, rating related characteristics, 
website characteristics linguistic cues, and content. We 
contribute to previous research by differentiating 
between review characteristics and rating related 
characteristics. Participants sometimes combine infor
mation from the review text and star ratings – for 
example, when the content doesn’t match the rating. 
More often, however, they consider these elements sep
arately. For example, similar to Corbos, Bunea, and 
Breazu (2023), our participants reported sometimes 
not even looking at the content of reviews and only at 
overall star-ratings (e.g. with inexpensive products) 
and the number of reviews. Furthermore, participants 
differentiated between the content of the review and lin
guistic cues stating that the content of a review is inde
pendent of how the information is delivered. Similar to 
previous studies, participants indicated the reviewer, 
seller, and website characteristics are relevant to the 
purchase decision. However, they indicated that seller 

Table 3. Categorisation of the different features from this study and existing literature.
Examples Categories from Walther et al. (2023) Categories from this study Examples of features

Argument quality 
Message valence 
Quality of content 
Source quality

Review characteristics Review characteristics Date of the review 
Number of reviews in total

Rating-related 
characteristics

Average star-rating

Amount of detail 
Writing style 
Spelling 
grammar

Textual characteristics Content Argument quality, sentence 
structure

Linguistic cues grammar and spelling, plausibility, 
tone

Identity-descriptive 
information

Reviewer characteristics Reviewer based 
characteristics

Name, nationality

Seller reputation 
Trade record of the seller

Seller characteristics Seller characteristics Number of years active

Platform where the review 
appears

Characteristics of the platform where the review is 
displayed

Website characteristics Secure website, website of 
manufacturer
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characteristics are not used to determine the veracity of 
a review. Rather, seller characteristics are instead used to 
decide where to buy the product.

Therefore, we show that while existing research gives 
valuable insights into how fake reviews are detected, our 
grounded theory approach shows that in a realistic 
shopping situation, the veracity judgment process 
differs from laboratory settings. First, we show that 
veracity judgments are made at a later stage in the evalu
ation process. Secondly, we show that while cues 
manipulated in laboratory settings may effectively detect 
fake reviews, consumers do not necessarily rely on these 
cues when detecting fake reviews in real shopping 
situations.

4.3. Strengths, limitations and future research

A strength of our study is that we thoroughly sought 
disconfirming cases and a heterogeneous sample to 
increase the likelihood of a more generalisable theory 
(Creswell and Poth 2016; Marshall 1996; Mason 2010; 
Robinson 2014; Shaheen and Pradhan 2019). While 
the theory did not change after the 15th interview, as 
is typical in qualitative research (Guest, Bunce, and 
Johnson 2006; Morgan et al. 2002), to achieve hetero
geneity in terms of age, and educational levels according 
to the target group, we expanded our search for a wider 
and more diverse range of different demographic back
grounds. We added ten more participants, reaching an 
appropriate sample size for grounded theory (Creswell 
and Poth 2016; Mason 2010). The first 15 participants 
that informed the initial theoretical framework were 
mostly aged between 20 and 30 years. Due to this hom
ogeneity, we sampled more participants aged between 
30 and 60 years to better represent the target population 
(Statista Research Department 2024b, 2024a). Reassur
ingly, the additional data supported the theoretical 
framework, indicating that while the socio-demo
graphic characteristics differ, the shopping process 
does not. Thus, the theoretical framework is robust to 
socio-demographic variation (Mason 2010; Robinson 
2014).

Another strength of our sample is that participants 
exhibited diverse shopping behaviours, which aligns 
with our aim to explore how reviews are used in auth
entic contexts. While we acknowledge the limitation 
that there may be nuances in specific types of purchases, 
we think that the diverse types of purchases discussed by 
our sample strengthens the theory. It is not limited to 
only specific products, but also includes repeat pur
chases, high and low value products, as well as gifts 
for third parties. A possible limitation is that the differ
ent layouts of the websites frequently used by the 

participants, including variations in how reviews and 
reviewer information are displayed – made it more 
difficult to identify common cues used to detect veracity. 
However, this also represents a strength as it shows that 
the heterogenous sampling was successful. The results 
are more likely to be generalisable, given that the 
findings are not limited to specific websites (Mason 
2010; Robinson 2014).

While the interviewer used open-ended questions, 
and gave the participants time to think about their 
answers, the participants had to answer from memory 
and analysed their own automatic behaviour in retro
spect (Bishop and Yardley 2017). While this is often 
the case for self-report interviews, there is room for 
bias and misremembering (Huber, Hill, and Lenz 
2012). We attempted to minimise these limitations 
through using open-ended, non-leading questions, and 
asking for clarification during the interviews to elicit 
accurate and full accounts. We also sought disconfirm
ing examples and used a constant comparative process 
so that analyses would not be unduly reliant on specific 
utterances without further verification (Huber and 
Power 1985; Lopez and Whitehead 2013).

Future research should triangulate the theoretical 
framework with realistic simulations of purchasing 
behaviour and zoom in on the processing of reviews 
in laboratory settings and field studies to strengthen 
the theory and allow for effective improvement of con
sumer resilience. For example, future research could use 
think-aloud methods while doing online shopping to 
gather more insights into the real-time thoughts and 
judgments of consumers either in the lab or when mak
ing genuine purchases.

5. Conclusion

We used a grounded-theory approach with 25 inter
views to explore how consumers determine the veracity 
and trustworthiness of online reviews in a genuine pur
chase context. Our research resulted in a new frame
work. This framework shows that contrary to existing 
research, veracity judgments are not a priority for con
sumers during the shopping process. Our key insight is 
that consumers first assess the relevance of reviews. If 
relevant, they then evaluate trustworthiness, credibility, 
and finally veracity.

This shows that research focussing on veracity judge
ments should consider the wider shopping process to 
gather accurate results. Additionally, the results indicate 
that research focused on the impact of fake reviews on 
the purchase decision should consider whether a review 
is considered relevant to the purchase decision before 
asking about the perception of the review’s 
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trustworthiness or veracity. Importantly, further 
research is needed to test and refine our framework 
based on retrospective recall of cognitive processes, for 
example by using thinking aloud methodology or 
experiments.

Notes

1. Participants describe that the frequency of their online 
shopping behaviour is dependent on external factors, 
such as an increase during the pandemic due to the 
lockdown, and the product type, food and books for 
example are more frequently purchased than elec
tronics or clothes, and that some product types have a 
tendency to be purchased recurrently, such as re-fills 
for shampoos or basics such as T-shirts.

2. Manufacturer CISO, Webex Last Version 43.6.0.26407, 
https://www.webex.com/de/index.html

3. Manufacturer VideoLAN, VLC Plus Player Last Ver
sion 3.0.18, https://www.videolan.org/vlc/index.de.html

4. Paid Transcription service https://www.amberscript. 
com/en/

5. Manufacturer VERBI GmbH, MAXQDA Last version: 
Release 2022.7, https://www.maxqda.de/download

6. Quotes in the results section were translated into Eng
lish with the help from DeepL and checked by the inter
viewer to ensure that the content of the translations 
accurately reflected participants original intended 
meanings. DeepL does not store any data and the trans
lation process does not violate the agreements made 
with participants when they consented to participate.

7. We also identified seller characteristics as a feature type, 
however, since these are used to inform the purchase 
decision and not the review judgement, it does not 
fall within the scope of this study. We describe this cat
egory in the web appendix.
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